Trust No File. Trust No Device

Protecting Against Malicious Files Entering Your Network
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OPSWAT Protects The Worlds
Critical Infrastructure

Chemical Commercial Communications Critical Dams Defense Industrial Emergency
Facilities Manufacturing Base Services

Financial Services Food and Government Healthcare and Information Nuclear Reactors, Transportation Water and
Agriculture Facilities Public Health Technology Materials and Systems Wastewater
Waste Systems



Main Challenges

1. Application Security and Digital Modernisation
2. Industrial/OT Security

3. Convergence of OT and IT

OPSWAT.
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SOLUTIONS

Cross-Domain Solutions File Upload Security Storage Security Email Security Malware Analysis
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40+ File Types for Proactive DLP 100+ File Types for Deep CDR

s ~™ ™M
DOC  DOCX HTML  JPEG csv EML  MBX gcn e m . ';v‘ m ';x‘
4532 8610 9825 7823 =1 = bl . =l = =
=] |=1 L=J P = = |=
03/26 mM ™ ™ ™ M ™ ™
Ji OAKMAN poF A AL XLs XML XLSX Psp PDF PPT  PPTX XLS XML XLSX
s == |L®] [®) L[] il al] =) == L®| [®] l ““ ol |2|

Before

MetaDefender

Fast Dynamic Analysis Billions of hashes, IPs & domains
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Metascan

Improved Malware Detection OPSWAT.
The more anti-malware engines added, the better the malware detection rates
Detection of top 10000 threats
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Source: https://metadefender.opswat.com, March 2022



https://metadefender.opswat.com/

Safe to consume files with Deep CDR OQOPSWAT.

Text Paragraphs Images Text Paragraphs
>
: Deep image sanitization
Unused object
Recursively sanitize OLE objects
Macro AND reconstruct based on
configurations
Hyperlinks = 100+ supported file = 200+ file conversion Hyperlinks
types options
o = 4500+ file type = 30x performance
Exploitation factors (DDE, CVEs, ...) verifications PN

= 30+ engine workflow
Metadata multiscanning
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OPSWAT.

OPSWAT SOLUTION

MetaDefender ICAP Server

Trust your network traffic
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External Access + Level 1 Security
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MstaDefender ICAP Sarver MstaDefander Core

* Quick installation and configuration

Technologles

* Integrate with any ICAP enabled devices (secure gateway, &
proxies, WAF, SSL inspectors, etc.) Mooy et Gecn omsnr
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MetaDefender Kiosk

Security for removable (USB) media and transient assets

* Industry leading enforceable end-to-end removable media
security solutions

Network A - Network B
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Process and sanitize up to
1,800 files per minute
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MetaDefender
Vault

Vault to Vault - Workflows

Air Gapped
Network

NetWall USG

Unidirectional Data
Communication

OPSWAT.
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