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Cyber Threat Landscape
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Understanding Cyber Espionage

Stages of Russian special
services’ cyber espionage operation

e Constant threat

* Targets: government institutions, critical -
information systems and entities, | gaemeg L[, smech ot
° . { | 7 information system
private sector, people |

information

Cyber espionage

* The goal of the attackers is to stay N XA
hidden as long as possible in order to
preserve access to the systems /7 socmins |

P
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Understanding Cyber as a Means for Influence

NoName057(16)

Riigikontroll.ee |

—

 DDoS attacks, defacements, hack-and-leak etc

* Targets: government institutions, critical
information systems and entities, private
sector

* The goal of the attackers is to gain publicity,

CerogHa Mbl OTNPaBUAUCDH B NyTELECTBUE N0 SCTOHUN &=

H e H CaifT rocyAapCTBEHHOrOo KOHTPO/A He NPOKOHTPONUPOBAN CBOKO
Cause a nXIety a mong CItlzens a nd u nderm I ne YCTOM4YMBOCTD OT AA0C-aTaK, YEM Mbl U BOCNONb30BANUCH:
t h e ta rget n atio n Xhtlps //check-host.net/check-report/dc9d896k676
$noanuceisaiitecs Ha kaHan

NoName057(16)
$ecTynaiite B8 Haw
AQOC-NPOEKT

mNobeaa Za Hamu! 9 @ 13:4
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Understanding Cyber Sabotage

* The goal is to disrupt critical services, stress society on a bigger
scale

Cyber sabotage

* Targets: energy, communication, military sectors
* Low number of incidents, but wide impact
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How does Russia see the cyber domain?

* The West distinguishes between cyberattacks
and influence operations

* Russia interprets them as a single concept -
information confrontation — which consists of
technical and psychological measures

 The Russian Armed Forces’ doctrine: exert
informational, technological and psychological

influence on another country, protect Russia
itself from such influences
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Intelligence Service
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Information confrontation (IPb)

[ Peacetime ] [ Wartime

)

Informational-technical

( Information war

Information warfare
Information influence Information operations
Information weapons

N

N

/

Informational-psychological

)

Grisé, M., et al. Rivalry in the Information Sphere: Russian Conceptions of Information Confrontation. RAND Corporation (2022)
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Cyber in Ukraine

. Attacks on Attacks PP
* Ukraine has been a constant target gf | Ol?;mc}ow | Amde o oo 3
cyberattacks by Russian special services e e
since 2014 " 4
e Cyber attacks intensified before the full-
scale invasion and have been ongoing ever
since
DI?oS attacks, def.acements, data leaks, Pz 2 ® o o
WlperS, Cyber esplonage Culmination: Culmination: Culmination:
l_ifﬂe Minsk II full-’scal’o lin’v’asion
 Targets: critical infrastructure, military Freen ner o
systems, media, local governments etc
* Russia’s cyberattacks against Ukraine highly Active phase of kinetic warfare
likely aimed to support its general goals o ] ]
Cyberattacks to obtain information and support influence
operations
. Cyber extortion
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Ukraine’s resilience in cyberspace

* Ukraine’s resilience in cyberspace has been
remarkable

* Russia underestimated the resilience of Ukraine’s
cyberspace and the help it receives from Western
countries and cybersecurity companies

e Ukrainian society remains united and trusts its
government despite threats posted on social media
and data leaks
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Malicious Cyber Activities Outside Ukraine

Increased cyber threat level for Estonia and other Western
countries due to: ;fﬂfﬁ%, REPUBLIC OF ESTONIA g e

/ \ Search
/ \ INFORMATION SYSTEM AUTHORITY Q

- possible spill-over efect from cyber attacks against Ukraine;

@ News ~ RIAwarns against website defacement @1 IMAGE

- becoming a target because of the support for Ukraine.

Malicious activities of the , hactivists“:

. .. RIA warns against website
constant cybet attacks against the Western countries since

) ] X ) ) defacement
the Russian full-scale invasion of Ukraine; T ==
AR : RIA warns against website defacement
Photo:
- the impact as high as promoted by the hackers;
_ waves of cyber attacks often as a reaction to certain political On 7 September, the Information System Authority published a threat assessment highlighting the still ongoing

DDosS attacks and the increased risk of website defacement.

activities or decisions disliked by Russia;

- main purpose is psychological/influencial.
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View Forward

e Other cyber threat actors of concern

* China cyber actors have shown more interest in
Europe overt the past years

* Deny hacktivists wider publicity, as that is their main
goal (so far)

* The cyberspace is of global nature and cooperation
between the civil, military and private sector is crucial
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