Cyber Crime Evoluti

How We Came to Where We Are Now and What to Expect?
|

Joseph Carson
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'M THE CREEPER ¢ CATCH ME IF YOU CAN

Image credit: Core War
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WANTED

NOTICE TO ARRESTING AGENCY: 3efowe arvest, validate warmant theough Naticaal Ceimse ladormation Center (NCIC),
Usited States Manhals Service NCIC entry aumbee: (NIC/ »

NAME: coescvtanncssncane « oo JMITNICK, KEVIN DAVID

AKS(S): soessnssnnrnnnnnsnnns MITNIE, KEVIN DAVID
MERRILL, BRIAN ALLEX

«.0B/06/63; 10/18/70

Soclal Security . 39-3695
NCIC Fingsrpeiat Classificaton: | DO.P)QOH(] IDIPHIGPNO09
ADDRESS AND LOCALE: KNOWS TO RESIDE IX THE SAR FERRAXDO VALLEY AREA OF CALIFORNIA AND
LAS VEGAS, NEVADA

WANTED FOR: VIOIATIW OF SUPERVISED RELEASE
O&IGM aum SISSI ununouzm ACCESS DEVICE; COMPUTER FRAUD
cnrmu. STRICT OF CALIFORKIA

vmmm 9312-1!12-0!50-6
DATE WARRANT ISSUED. NOVEMBER 10, 1992

MISCELLANBEOUS INFORMATION: SUBJECT SUFFERS FROM A WETCHT PROBLEM AND MAY HAVE EXPERIENCED
WEIGHT GAIN OR WEIGHT LOSS
RONE ENOWN  OFTEN USES PUBLIC TRANSPORTATION

M arrestad or wherssboats kaown, notify the local Usited States Masshalt Office, (Telepdone: 213-894-2435 ).

Il po snewer, call Unized States Marshals Service Communications Center in McLean Virginia.
Telephoae 122 (24 howr telephooe contact) NLETS accens code is VAUSMOOOO.,

FROR EDETIONS ARE OSSOLETE AND NOT TO bE USED

November 1992

BY US. MARSHALS
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& Important Message From Florian Fernweh
Datei Beabeiten fnsicht Estias Verfassen 2
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4 Florian Fernweh (262936

B ETOT ) Dienstag, 30. Marz 19393 17:46

'.U % Florian_Femweh{@gmz.de

T 8 Important Message From Florian Fernweh

¥ Here you have,

:0) - Message [(Rich Text)

file Edt Yiew [nsert Format Took Actions Help

8 [=] 3

|gend | [ )options... ¥ | anal

K

Omsmssaoehasmtbw\sert

| -
| Hereis that document you asked for ... don't show anyone else -} ’
| list.doc (41,0KB)  ATTOOO11 txt (156

; Byte)

[imege credit: httpy/fuww.heisede | 0

Subject: ILOVEYOU

|
£

coming from me. OU.TXT.vbs

kindly check the attached LOVELETTER

LOVE-LETTER-FOR-Y

0m~"’"ﬂ PORE COLP P PP PP PP G PP CCCOD LPEPELLL OO VOGE VRGP PEE DGR PDET PER LD PP E PO P O TOP

Subject: IHue you have, ;0)

Hi
Check This!
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The Strange Tale of the

Attacks Agalnst GRC COM

by Steve Gibson, Gibson Research Corporation

Page last modified: Mar 05, 2002 at 21:28

Nothing more than the whim of a 13-year
old hacker is required to knock any user,
site, or server right off the Internet.
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S i l k Road messages 0 orders 0 | account BO

anonymous market Search Go

Shop by Category

Drugs < 086
Cannabis 953
Dissociatives 77
Ecstasy 318
Opioids 250
Other 157
Precursors 18 e o S . : ‘ :
Prescnption 901 100 x Anadrol 50MG 1/2q Cocaine 10 Pieces White Hean
Psychedelics 537 Oxymeingicne (sealed ) 130-150mg MDMA Content
Stimulants 405 81241 8589 8544 84.49

Apparel 82

Art 5

Books 778

Collectibles 15
Computer equipment <2
Custom Orders 27
Digital goods 269

Drug paraphemalia 152 ooy anawnite Fiter (10 VEGA 100mg Sicenafi 10 gram Santa Maria WSS

Electronics 36 Packs x 20 cigarettes) carate 4 1abiets

Erotica 295 8190 81.50 811.58 88.13
Fireworks 5

Food < TS ) A an =R T ) SRR
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Guides & Tutorials
Software

Digital Items

Websites & Graphic Design
Jewels & Precious Metals
Counterfeit Items

Carded Items
Automotive-related Items

Legitimate ltems

Other Listings

% Search Options

Search (min 2, max 50 characters):

e.g. drugs, data, malware, hacking

Product type
O Al Digital ~ Physical  Autodispatch

Choose from the categories list

Any (default) :I

Local Display Currency

USD (american dollar) (default) :l

Drina Danaa fiald aan bhao laoft amande if

| Featured Listings

92% Purity Bolivian
Cocaine | Straight

Cocaine

neighborjimi

Price: 2.34 USD

@ Buy Now

3.5g Pure MDA

MDA
flavourstop

Price: 160.00 USD

@ Buy Now

1-10 grams 2c-b hcl
pure white labtested

2C-B
drugstar

Price: 50.00 USD

@ Buy Now

Premium Non VBV
Cardable Websites

CVV & Cards
darknoob

Price: 2.00 USD

@ Buy Now

28g High Quality
Indoor Cannabis

08

C

Buds & Flowers
botanyca

Price: 180.00 USD

@ Buy Now

10x100s USD 2006
series HESBOLLAHS

Counterfeit Money
hezbollah

Price: 400.00 USD

lzl Buy Now

Sandoz Ritalin - 1
blister containing

Prescription
patrickdewild

Price: 25.00 USD

Q Buy Now

USA-USA B974
Adderal 30mg 50

™

Adderal & Wvanse
hilfiger

Price: 765.00 USD

@ Buy Now
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i) mt3plrzdiyqfjim.onion/payment.phyp

Donation Price Daily Limit
110 Download 0.02 Bitcoin Unlimited
230 Download 0.02 Bitcoin Unlimited

VIP 6 Month 0.03 Bitcoin Unlimited

Send bitcoin to this addres. it Is yours

1KuL583biZ2YtkWFAbVLTNi4bHR7hmY4c7

You can fast download videos, and safe.
Contact us if you have a problem.

© Welcome to video (2015/03/13)

Weicome to video

For payment via Bitcoin sites:

e BTC-E

e OKCoin

e BitStamp

e Houb

e BTC China

e Bithumb (Korea)
e CEX

¢ CoinBase

e [tBit

o BitFinix

e Blockchain

(Welcome to Video screenshot. Source: Justice Department)
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NCA

National Crime Agency

\"4
»*
AN

Australia

Ireland

“Welcome to Video”

THIS HIDDEN SITE HAS BEEN SEIZED

as part of a law enforcement operation by the United Kingdom,

United States, Germany and the Republic of Korea.
o= 0|3 3= HEY7| 22 SEFAIZ

0| AtO|E = H|2f =[S LICH

With cooperation from our international partners, arrests have taken place in:

O hd | g gl |

Brazil Canada Czechia Finland France
- .
[— s I NN
|
Italy Poland Saudi Arabia Spain Sweden

Hungary

United Arab Emirates
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24

ur nt atabases, backups, and other 4 | file ere el

Our software used the AES cryptographic algonthm (you can find related information in Wikpedia

Wh at It happened because of security problems on your server, and you cannot use any of these files anymore. The only

h ppened? v =cover your data 1s 1o buy a decryption key from us

To do this, please send your unigue 1D to the contacls below

During a short period, you can
buy a decryption key with a

50% discount

[F42CECBB-50766EF9] 2 days 23.56 39

reidery@dr.com

Right afler payment. we will send you 3 specific decoding software that will decryp! all of your files. If  The price depends on how soon you will
you have nol received the response within 24 hours, please contact us by e-mail contact us
sultant com

4 days 23:56:39

Attention! What guarantees do you have?

[ f ge your data and recovery will become Before payment, we can decrypt three files
Impossible forfree. The total file sz should be less
than 5MB (before archmng),
3 - 0 e solu The longer you wait, the higher will should nol contain any imporant
become the decryplion key price information (databases, backups
tables, atc.)

|

D tact any int ediaries. They will buy the key from us and sell itto you at a higher
prica
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a Iwa N Insider Risks
~Financial Fraud
jomware

& . Compliance Failure

A 5t N A
\\\“:‘ )

3 \\ Application Downtime

NGNS

A = Revenue/Brand Loss

eality Check™
C?ﬁ‘e” crime has many forms in today’s digital
world
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